NHO®OPMALIMOHHA S TIAMSITKA
JUTST OBYYAIOLLIMXCS JUTSI PASMELLEHUS
HA O®UIIMATIBLHBIX MHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJBHUKM OJHM W3 CaMbIX aKTHBHBIX IOJb30BaTenen Pynera. Mexnay tew,
MOMHMO OTPOMHOTO KOJHMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa J0JDKHA TOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomnerorepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX IPOrPaAMM,
OTIIMYUTEILHON 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IMOBPEIUTH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apa)K€HHas Iporpamma, a TaKXKe NOBPEIWUTh WM JaKe YHUUYTOKUTH
OIEpaIOHHYIO CUCTEMY CO BceMmH (aiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX ITPOrPAMM:

1. Hcnonws3yldi COBpEMEHHBIE OIEPALMOHHBIE CUCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUThI OT BPEAOHOCHBIX TPOrPaMM;

2. IloctossHHO ycTaHaBnuBal mauTud (UU(poOBBIE 3aIllIaTKH, KOTOPHIC
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbIO JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJICHHSI CBOE€H omnepanMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opumanbHoro  caira paszpadborunka OC. Eciaum  CymiecTBYyeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaboTaii Ha cBOoeM KOMIBIOTEpE TOJ[ MpaBaMH IOJIb30BaTENs, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3yit  aHTUBHMPYCHbIE TPOTPaMMHBIE TMPOIYKThl ~ M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub GpuU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTEIN MH(MOpMAIMK, Takue Kak (Quielika, JUCK
WK (aill U3 UTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

/. He oTkpbIBall KOMIbIOTEpHBIE (ailiibl, MOJYYEHHBbIE M3 HEHAJIEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpUcaan TBOM 3HAKOMBIH. Jlydlie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEH],
mapka. Eme B 1991 romy Humepmanickas KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», uto o6o3Hauasio cioBocouyeranue «Wireless Fidelity», koTtopsbrit
NEPEBOIUTCS KaK «O0eCIpOBOIHAS TOUHOCTDY.

Jlo Hamiero BpeMeHu Jouuia Apyras abopeBuatypa, KOTopast sIBIIeTCS TaKoh
ke TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C



HAMEKOM Ha CTaHIApT BbICIIEH 3BykoBoi TexHuku HIi-Fi, yto B mepeBoxe
O3HAYaeT «BbICOKAS TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MO>KHOCTBIO BbIXOJla B MHTEpHET. Ho MHOrMe skcrepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBIsitoTcs 6€30macHbIMU.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 obmienoctynHubie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOAUTH MAPOJIN JIOCTYIIA, JIOTHHBI M KaKHe-
TO HOMEpa,;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢yskmuio «OOmmii goctyn K
daiinam u mpuHTepam». [laHHas (QYHKIMS 3aKpbITa MO YMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ JJI y100CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4. He wucnone3yii nyOnauwunbii WI-FI ans mepepmaum JTMYHBIX JaHHBIX,
HaIpUMeED, JUIS BBIXO/1a B COIUATIBHBIE CETU WU B DJIEKTPOHHYIO MOUTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmroun (yHkiuio "TloakmoueHune k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO TMOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormiacus.

CormanbHbie ceTH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIIOU PaboTaroT
1 KUBYT TaM IMTOCTOSIHHO, a B Facebook ye 3aperucTpupoBaH MIJITHAP,T YETOBEK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WHGOpMAIMs, pa3MEIIeHHass UMU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanmyb cmucok npy3ei. Y TeOs B Jpy3bsSX HE JOKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai CBOIO YAaCTHYI >Xu3Hb. He ykaswpiBall mapoinu, TeiaedoHbI,
aapeca, JaTy TBOETO POXICHHUS ©W  JPYryl0 JHYHYIO  HHGOPMAIHIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh Jake HH(POPMAIIUIO O TOM, KaK Thl 1 TBOH
POIUTENTHN TUTAHUPYETE MPOBECTH KAaHUKYIIBI;

3. 3amuinail CBOIO pemyTaluio - JACpKU €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTHE MOJIB30BATEIIN BHJICITH, YTO ThI 3arpyKaciib?
[Toxymaii, IpeskJie YeM UTO-TO ONMyOJIUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Ecaum Thl TOBOPHIIG C JIFOABMHU, KOTOPBIX HE 3HAEIh, HE UCIIOIB3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(OPMAITUU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemienus ororpaduii B IHTEpHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOIOKECHHE;



6. [Ipu peructpammu B COIUATBLHOW CETH HEOOXOAMMO HCIIOJIH30BAThH
CJIOXHBIE TAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEe
8;

7. lns couMalbHOM CeTH, TOYTHl M JAPYrHMX CalTOB HE0OXOAUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, @ HE BO BCE CPa3y.

DIIEKTPOHHBIE IEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax 0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (QYHKITMOHUPYIOT U O HUX YK€ MPOIMKCAHO B 3aKOHE, T1Ie
WX pa3eNsIlOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHUMHbIC. Pa3Huiia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTH onepaiuu 6e3
UJCHTU(UKAIINY TT0JIb30BATEINs], @ B HCAHOHUMHBIX UJCHTU(UKAIIUS MT0IH30BaATENSA
SBIIETCS 0053aTEILHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IaCHOM padOTe C AICKTPOHHBIMU JICHbIAMU:

1. IlpuBssku K cyeTy MOOWIBHBIA TeneoH. DTO camblid yIOOHBIM U
OBICTpBI CcMOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizanssiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llociie mepexoma Ha YCHUICHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIN naposib. HagesxHble maposiu - 3TO Mapojiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€OS CTPOUYHBIE U TPOIMHUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0JUIapa, (pyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Harmpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBHIM HE JIOBEPSICIIb.

DJIEKTPOHHAS MTOYTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTU IO
NEPECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeiatoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMS_J1oMeHa. Takxke Kpome nepeayu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IICKTPOHHOM MOUYTOM:

1. Hago BBIOpaTh TpaBWIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €cCTh
OTPOMHBIN BBHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSTH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM MouTe JUUHYIO0 HHpopMmaruio. Hanpumep, myurie
BbIOpaTh «My3bIKaNbHbIN _(panaT@» mm «pok2013» BmecTo «remal 3y,



3. Ucnonp3yil ABYXATamHyH0 aBTOPH3AIMI0. DTO KOTJa TMOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbII 0 SMS;

4. BriOepu CIOXKHBIN Maposib. sl KaxXa0ro MoYTOBOIO SIIIKKA I0JKEH OBbITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yi HECKOJBKO TIMOYTOBBIX SIIMKOB. IlepBBI 11 dYacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

7. He oTkpwiBail Qailibl u Ipyrue BIOXKEHHUS B MHCbMAax, JaXKE €CIU OHH
MPUILTA OT TBOWX Apy3eu. Jlydiie yTouHu y HUX, OTIPABISIN JU OHU TeOE ITH
Gaitnbr;

8. [locne oxoHuaHWs pabOTHI Ha TMOYTOBOM CEpPBHCE IMEpell 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymiuar -  mpeciieloBaHHE  COOOIICHUSIMU,  COJIEpPIKAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIlyIrMBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 60ii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOXHO OOpaTUThCSA, TO BHayajle YCIOKOUThCA. Eciam Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBISCHHTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyit enunuyHbld  HeraTuB. (OJXHOpPa30BbIE OCKOPOUTEIHHBIC
COOOIICHHST JIy4llle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPEAECICHHBIX aJIPECOB;

8. Ecnu ThI cBUneTENs KMOEpOYyUIMHIa. TBOM NEMCTBUS: BBICTYIIUTH MPOTUB
npeciieioBaTens, MOoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETaTHUBHO,
MOJAJACPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAash MOMOIb, COOOUIUTH
B3pPOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapT(OHBI U TIAHIIIETHI COJIEPXKaT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI JIJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB



Mano. TecrupoBaHME€ M TIOMCK YSA3BUMOCTEHl B HHMX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaercst 1 MOOMIIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKkTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO paclIMpeHue (QyHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octoposkeH, Beqb
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUIATHBIE YCIYTH;

JHymaii, npexe ueM otnpaButb SMS, ¢oto miam Buaeo. Thl TOUHO 3HACIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMJIBHBIX TelIe()OHOB;

He 3arpyaii npuIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, I/Ie BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepuonnuecku poBepsiii, KAKUE TUIATHBIE YCIYITM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE MoJb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO KpPacOYHbIC, 3aXBaThIBAOLIUE
pa3BieUeHUsl, OOBbEINHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JIaHHBIM MM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CPAKAIOTCS C MOHCTPAMM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OMJIaYUBatOT A00OHEMEHT WM MTPUOOPETAIOT KaKKE-TO OIIUU.

Bce atu cpeacTBa MAYT Ha NOMJAEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
natyu (1udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPBIBAOTCS YSI3BUMOCTU CEPBEPOB.

B nonoOHBIX WIrpax CTOUT oOmacarbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMH
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecnu npyroif urpok BeneT ceds MI0X0 WIHM CO3/1aeT TeOe HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicss aIMUHUCTpAaTOpaM WIPbl HA IUIOXOE IIOBEJIEHHE 3TOTO
UTPOKA, KENATEIBHO NPUIIOKHUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyo nHGOpMaIHio B ipodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuITMaIbHBIC TTATYH ¥ MOJIBI,



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYC. Iloka TbI
UI'paellb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHOHN Kpaskel JAEHET M JTOKYMEHTOB CETOJIHA YK€ HUKOTO HE y/IMBHIIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKN IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCSI «IFOOUMBIMY JIEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUM KOH(PHUACHLMAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - IOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas 0B, password - mapoip).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii Thl mojo3peBaelib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTH €€ U COOONIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonpe3yil cioxHble W pa3Hble napoiu. Takum oOpaszom, ecnu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEIyNpeIuTbh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO MMEHU OYJET pacchlIaThCs ClIaM M CChUIKHM Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpsiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHbMax, JaKe €CIA OHU
OPUILUIM OT TBOMX Jpy3ell. Jlydie yTo4HM y HMX, OTIPABISUIA JIU OHU TeOe 3Tu
(bab.

[udposas penyramnus

[u¢poas penyrtauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAIUs B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelleHHas B HHTEPHETE,
MOYET CEPhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOMU ku3HU. «[{udposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBIA (GopMHUpyeTCs U3 HHPOpMaluu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAaIMU JIMYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii U Ipyrue AeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe€ I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJABHOE: YTO MOIyMaloT O TeOe OKpY’Karollue JIIOJIH,



KOTOpbI€ HaWAYT W yBUAAT 3T0. Haiftu nHdopmanmio MHOTO JIET CILyCTSI CMOKET
100011 - Kak U3 100pbIX MOOYKIEHU, TaK U C HAMEPEHUEM MPUUYUHUTD Bpel. ITO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOM permyTallUu:

1. IToxymaii, mpexzae yeM 4yTo-To MyOJUKOBATh U MepeaBaTh y ceds B 6iiore
WJIU B COLUAIIBHOW CETH;

2. B Hacrpoiikax mpoduiis yCTaHOBH OTPAaHUYEHUS HA MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CIETail €ro TOJIBKO «JIJIsS IpY3eiDy;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPAasi MOKET KOro-J1u0o
OCKOPOJISITh WJIH OOMKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTUBHBIE TIOJIb30BaTeNM  ITU(PPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXHOCTSIMU  LM(ppoBOro  Mupa  TpeOyeT  coONoJeHHs TpaB  Ha
MHTEIJIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Pa3InYHBIM
TBOPEHHUSIM YEJOBEUECKOrO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHYMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE MPaBa BBHICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOEro TPyHAad, MOJYyYUTh H3BECTHOCTh M Npu3HaHue. Hukro 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJHUTH €0  NPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATh/UCHOIHATh B 3UpE WU
pasmewars B IHTEpHETE.

Hcnonb30BaHne «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEYEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpHU JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAaHOBJIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIErajibHble U OECIUIaTHBIE NMPOTPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CeteBUUOK.p( - TBOM TJIABHBIN COBETUYHK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JTOCTYNHBIM A3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATH Yy4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



